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Model Based Fault Diagnosis of Hybrid Systems
Based on Hybrid Structure Hypothesis Testing

G. K. FOURLAS*, K. J. KYRIAKOPOULOS and N. J KRIKELIS

Abstract— Fault detection and isolation is a challenging
task in the control of Hybrid Systems. In this work we
focus on the design of a diagnoser for fault diagnosis of
Hybrid Systems, in the framework of Hybrid Input
Output Automata (HIOA) wusing hybrid structure
hypothesis tests. We present a methodology for detection
and isolation of faults using a diagnoser, which combines a
set of different hypothesis tests. This approach is
applicable to a wide range of systems since Hybrid
Systems involve both continuous and discrete dynamics.
The states of the Hybrid System model reflect the normal
and the failed status of the system components. The faults
in our setting are modeled as either discrete or continuous
(detrimental) state changes.

Index Terms-- Fault detection, fault diagnosis, diagnoser,
hybrid systems, hypothesis testing.

I. INTRODUCTION

THE increasing requirements to achieve more reliable
performance on complex systems such as air traffic
management systems [11, 18], automated highway systems
[12, 19], manufacturing systems [3], power systems [8, 10]
have necessitated the development of fault diagnosis schemes
for accurate diagnosis of system failures. Such systems can be
viewed as hybrid systems and therefore fault diagnosis is a
challenging task in the control of hybrid systems. Hybrid
systems are systems including both continuous and discrete
dynamics influencing each other [1], and therefore the global
dynamics. The issues of safe operation for such systems are of
major importance and require their supervision in order to
timely handle the occurrence of faults or failures [15]. In fault
detection, we have to answer whether a transition from the
normal to a faulted state has occurred.

At this paper, as in our previous contributions [5, 6, 7], we
are interested in the problem of failure diagnosis for hybrid
systems. We have introduced the notion of diagnosability of
hybrid systems presenting a methodology for detection of
faults imposing the conditions for a hybrid system to be
diagnosable [7]. In this work based on the previous definition
of diagnosability and the conditions of diagnosability we
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proceed with the design and reconstruction of the diagnoser
using hybrid structure hypothesis tests.

To perform diagnosis a diagnostic system is required. The
basic idea is to use the framework of structured hypothesis
tests proposed in [14], with appropriate modifications, to the
fault diagnosis of hybrid systems. This new framework called
hybrid structured hypothesis test has as the original, no
restrictions about any type of faults. Also has a mathematical
foundation since it is theoretically grounded in hypothesis
testing and mathematical logic. Although we share some ideas
with [14] and [16, 17], our approach is different in the sense
that it addresses hybrid systems and not discrete event or
continuous systems. In this framework both discrete and
continuous dynamics are formally described.

In our work the detection system appears in figure 1, and
the general structure of diagnoser is shown in figure 3.
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Figure 1. Control and Detection systems

The behavior of the system is modeled by a HIOA (Hybrid
Input/Output Automaton) [13] since this is capable of
describing both the continuous and the discrete behavior, with
modest extensions of the original framework, so as to capture
all interesting phenomena.

II. FAULT MODELING
A hybrid input output automaton
A= (U,X,Y,Zi” ,Zim,Z"“’,@,D,W) consists of:

— Three disjoint sets U, X and Y of variables, called input,

internal and output variables, respectively. We set
V=UuXuY.

— Three disjoint sets 2, 2™ and Z** of actions called input,
internal and output actions, respectively. We set

E:Ei” Uzint UZOM )
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— A non-empty set @ < V of initial states.

—AsetD cV xX xV of discrete transitions.

— A set W of trajectories over V.

Due to space limitations, in this paper we only present the
fault modeling while the construction of the system model can
be found in our previous work [7].

Consider a fault and assume that the same automaton
models both the normal and the faulty behavior. We consider
that the faults do not affect the system output, i.e. ¥, =Y,

where the subscripts N and F indicate whether the system is
normal or faulty. When a fault occurs there is some kind of

int

internal action. This means that ™ = if the main structure

operates in normal mode and X™ # @ if the main structure

malfunctions.

According to the definition of HIOA the states may change
either continuously or discreetly. Thus the variables will
evolve either continuously as functions of time or be subject
to instantaneous ‘“jumps”. The continuous state evolution is
modelled by trajectories while the discrete state evolution is
representing by the actions.

Consider § € V a state of the hybrid system. This state can

keep evolving continuously, as long as Vs, €Vy, s, €@

then s € w where S, is the state of hybrid system the

t+ At
moment ¢ and Ar is the time interval at which the state
evolves continuously at the trajectory w .

Whenever an input action occurs to the hybrid system its
state will either jump to another state or remain to its current
state and evolve continuously. The second case will take place
whenever the main structure’s output variables coincide with
the desired ones. In our approach the information about the
occurrence of a fault will be provided in the following stages.

A. Continuous Stage

The set W describes the continuous behavior of the HIOA.
The information about the fault occurrence from this set will
be based on a standard technique of analytical redundancy and
more specifically at the new model based diagnosis
framework suggested in [14]. According to this method and if
disturbances affecting the system are ignored, the system
model consists of a plant G(f,;) and a vector valued signal

z(t, f) , Where the parameters f; and f, are used to describe

possible faults. Therefore the set U of input variables is
partitioned into two subsets Uy and Up corresponding
respectively to known inputs e.g. control signals and other
unknown signals describing faults. Thus we have
U=U,vuU,.

Likewise the set X of internal variables is partition into two
subsets Xy and X describing the normally and faulty
operation respectively. Thus we have X =X, U X,..

According to the above partition the valuation of the vector
Ve =[U. X,] is called the fault state representing the

faulty behavior of the system, while the vector

Vy=[Uy X,] is called the no fault state representing the

normal behavior of the system. The fault state space of Vi will
be denoted Vi and the no fault state space will be denoted V.
The different faults can be classified into different faulty
modes. This classification corresponds to a partition of the
fault space Vr into subsets VF‘_ cV, where i is the fault

modes. All sets ¥, are pair-wise disjointed which means that

only one fault mode can be present at the same time. The
fault-free case appertains to V. Thus the total state space is
divided into different subsets as illustrated in fig. 2.

Figure 2. The total state space

The partition of state space can be expressed as a map
W, :V — M where M is finite set. Then the total state space

can be expressed as V =V, UV,..

B. Discrete Stage

The set D determines the discrete evolution of the state.
From all news states after the jumping only a certain number
of them correspond to the commands and so they represent a
normal behavior of the hybrid system. Therefore the set D of
discrete transitions is partition into two subsets Dy and D
respectively for the transitions, which correspond to the
normally operation and faulty operation. Then

D=D,uD,

The two aforementioned sets are defined as follow:

D, = U{(s,a,s’) |(s,s")eVy,ae Zi”} cD

is the set of transitions for which the hybrid system transits
from normal to normal operation, while

D, =U{(s,05,s") |seV,,s"eV,,ae Z”’} cD

is the set of transitions for which the hybrid system transits
from normal to fault operation.

Based on earlier definitions the transitions Dy guide the
system to the fault state space Vp. The classification of
different faults into fault modes allows us to associate to every
subset V5 a transition or a set of transitions of Dr. This means
that the transitions can be classified into different transition
types, each one for each fault mode. Consequently we have a
partition of set D,

Dy = UDF,

ieE
where E denotes the set of all faults modes.
As we said the hybrid system is modeled as an automaton.
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Then the model with a fixed value of VF or/and transition type
D,. specifies exactly the system situation when a specific

fault or no fault is present.

III. HYBRID STRUCTURE HYPOTHESIS TEST

The problem of fault diagnosis of hybrid systems using
hypothesis test can be defined as follow. Suppose that we
have a number of possible faults, occurs either to discrete or to
continuous dynamics that can be classified into different
faulty modes. For each fault we construct a hypothesis test.
Then using a certain mechanism we should test and decide
about which fault (or fault mode) has occurred.

Due to the hybrid nature of the diagnostic system, there are
two different types of faults. Faults which occurs to discrete
dynamics and faults to continuous dynamics. According this
there are two different kinds of hypothesis tests (their
construction is explained formally to subsequent section).
First there is a bank of discrete hypothesis tests associated to
discrete event dynamics. Their objective is to provide the
necessary information about the fault occurrence at this level
of dynamics. Second there is a bank of continuous hypothesis
tests corresponded to lower level continuous dynamics of
hybrid system. These tests perform the continuous fault
diagnosis process.

The hypothesis tests that we use are classical statistical
binary test, which means that we make only two mutually
disjoint hypothesis.

The hypothesis that the actual fault belong to the set B, (set

of faults modes), the truth of which we test, is called null
hypothesis and is denoted by H, .

Any hypothesis which differs from a given hypothesis is
called an alternative hypothesis and is denoted by H, .

Next we should decide which fault has occurred. That
means that we should conclude if the fault f, (means the

actual fault) belongs to B, or to B (where B is the
complement of B;). The decision if the fault f, (means the

actual fault) belongs to B, or to B will be based on testing

with a certain criterion if the correspondence hypothesis
should be accepted or rejected.

The name hybrid structure is originated from the hybrid
nature of the diagnostic system.

A. Construction of the Hybrid Hypothesis Tests

The development of hypothesis tests requires that we have
decided the set of hypothesis to testing. This decision will be
based to the partition of the state space into different fault
modes.

As was aforementioned, due to the hybrid nature of system
we construct two different banks of hypothesis tests, one for
the discrete behavior and one for the continuous.

1) Discrete behavior

At this level the decision rule which is a function from the

observations to diagnosis statement [2] can be written

5, (u,%,y,) > P(E)
where D refers to the discrete part, and P(E) is the power set
of all faults modes.

Each hypothesis test generates a sub-statemento, =S, .
The final diagnosis statement is produced by combining all the
sub-statements. Let f), denote the actual fault. Then the two

hypothesis, the null and the alternative can be written
H) :f, €B, “some fault mode in B; can explain the

discrete measurements data”
H) :f, €B° “no fault mode in B; can explain the discrete

measurements data”
where B, C E is a specific set of faults modes and B is the
complement of B;.
So the decision statement is
Sll)’ = BS,if Hll)[ is accepted (Hg’ rejected)
- {Sg’ CE, if H, is accepted

D

2) Continuous behavior
At this level the decision rule which is a function from the
observations to the diagnosis statement can be written

O :(u,SD,yC) - P(E)
where C refers to continuous dynamics, and P(E ) is the
power set of all faults modes.

Each hypothesis test generates a sub-statemento, =S .
The final diagnosis statement is produced by combining all the

sub-statements.
Let f. denote the actual fault. Then the two hypothesis,

the null and the alternative can be written
H] :f. € B, “some fault mode in B; can explain the

continuous measurements data”
1. C : :
He - Je, €B; “no fault mode in B, can explain the

continuous measurements data”
where B, c E is a specific set of faults modes and Bjc is the

complement of B, . So the decision statement is

Se. :BJ.C,if H] is accepted(H} rejected)
< Se, CE, if H; is accepted

IV. CONSTRUCTION OF TEST QUANTITIES

Until now we have discus the construction of hybrid
structure hypothesis tests. For each one of individual
hypothesis test we must find a region of rejection, which
means a subset of all possible observations where the null
hypothesis is rejected. For this purpose usually is used a test
quantity C,(x,,%,y,) (or C.(x¢,S,,y)) which is a
function of the observations to a scalar value, respectively for
the discrete and continuous case. This value is to be compared
with a threshold 7, or T, .
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Generally the construction of the test quantity is based to
the following principle according [14]: The test quantity

Cp(xp:Z,yp) (or Co(x0,8,,¥c)) should be small if the

data matches any of the system models and large otherwise.

In other words the test quantity can be seen as a measure of
the validity of some models.

How the test quantities are designed depends on the actual
case. There exist several principles that can be used such as
the prediction principle, the estimate principle, and the
likelihood principle.

In our work we will use residual generation (r) [9], which
is a special case of the prediction principle. Then the
hypothesis tests can be written for the discrete and the
continuous case respectively

Bic’ if p, (xmzayD)ZTQ
I, € E, if Ty, (xD,Z,yD)<TDL

Bf, if T, (xC’SD’yC)ZTC,
K E, if T, (xcaSD=y6)<TC,

where 7, =C, and r, =C, .

V. DIAGNOSER DESIGN

The diagnoser is a hybrid automaton that generates a signal
whenever a fault occurs. Its role is to observe and check the
behavior of the system automaton (and to compare its
evolution with the predefined acceptable behavior). Moreover,
whenever it detects a fault it should generates a diagnostic
statement S, indicating the malfunctioning component, and
contains information about which fault mode can explain the
behavior of the process.

The diagnoser is considered to be passive, which means that
does not affect the system to be diagnosed. Also it is assumed
to be static that is, the same observations will always give the
same diagnostic result (statement).

Inputs of diagnoser are the signals u(¢), £ and y(¢), and

output the signal of decision statement. In terms of decision
theory the diagnosis system is a decision rule, where the
output (decision statement) is a function of the diagnoser
inputs.

The diagnoser consists from three parts: the discrete
diagnoser, the continuous diagnoser and the mechanism of
decision logic. The discrete component offers estimation for
the discrete state of hybrid system as well as the fault
diagnosis at the level of discrete event. The continuous part
provides the fault diagnosis of continuous behavior of the
hybrid system. Least the decision logic mechanism generates
the fault statement.

A. Discrete part of Diagnoser

The discrete part of diagnoser is served for two reasons.
First it offers the diagnosis of fault at the level of discrete
event, and second it estimates the discrete state of the hybrid
system. This operation is executed by the following steps:

1. Upon the occurrence of an action the diagnoser compute

all the possible next discrete transitions of the hybrid
system, given by D ={(s,a,s")|(s,s") e V,a X}

2. For each one of the discrete transitions is associated the
corresponded guard [7], and the transition is enable when
the guard is satisfied.

3. For each transition is checked if the corresponding guard
belongs to the set of measurements guards.

4. For each one of the discrete transitions performed
hypothesis test and generates the corresponding sub-
diagnosis statement.

B. Continuous part of Diagnoser

The continuous diagnoser is a system whose dynamics
depends on the current state of the hybrid system and it serves
to provide the diagnosis of faults to the level of continuous
dynamics. We assume that the initial state of the system is
known and the diagnoser function in parallel with the system
from the start of operation.

In this paper we restrict our attention to linear hybrid
system. Then the state space form representation is

x(t)=Ax(t)+B,(u(t)+ £, (1)) + H.f.(t)+ Ed )
y(t)=Cux(t)+Du(t)+ £, (1)
where 4, € R™",B, e R™",C, € R”" depending on the current
discrete state ¢, of the plant and f,(7) denotes actuator
faults, /. (¢) component faults, f () sensor faults and d ()
disturbances acting upon the system. A, and E, are the
distribution matrices for f,(¢) and d(¢) depending also on

the current discrete state g, .

Definition: 4 continuous diagnoser is a system that takes
process input and output signals and discrete diagnoser
output as inputs and generates sub-diagnosis statement.

When a discrete transition takes place and the new discrete
state is estimate by the discrete part of diagnoser the
corresponded set of hypothesis test is energized (triggered).
Therefore the discrete state is a function of the discrete
diagnoser output, ¢:S, -> V.

To each discrete state all possible faults are determined and
thus we have a number of hypothesis tests corresponding to all
possible faults of that state.

As test quantities are used the residuals designed for each
fault. Then each hypothesis test generates the corresponding
sub-diagnosis statement, feeding the decision logic.

C. Decision Logic

The decision logic unit is used to produce the final diagnosis
statement which expressed as S=(),S, N, S. ie. is a

combination of discrete and continuous sub-statements.
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VI. APPLICATION TO AN ELECTRIC POWER TRANSMISSION
SYSTEM

Power systems often exhibit complex behavior in response
to large disturbances. Such behavior is characterized by
interactions between continuous dynamics and discrete events.
Components such as loads drive the continuous dynamic
while others components such as protection devices exhibit
event-driven discrete dynamics. Therefore power systems are
an important example of hybrid systems. In our example (Fig.
4) a simple power system consisting of a voltage source, two-
transmission lines equipped with inverse time relay
overcurrent protection and one load is built and simulated
(Fig. 2) with, the Simulink™ environment, and the
Stateflow™, all running on top of Matlab™.

The hybrid behavior of this system is due:
to the close/open position of the circuit breakers (CB)

to continuous dynamics of the inverse time relay and the
load.

CB CB

G,B
Figure 4: Single line diagram

A power system is considered to exhibit different states,
which are normal state, emergency state and restorative state
[4]. When the system starts functioning is in its normal mode.
The load dynamics are represented by a ramp and because of
line characteristics (Table I) the second line is overloaded
first. The inverse time relay integrates the overcurrent value
and when the output of the integrator becomes positive a trip
signal is given. The CB is considered a perfect switch
instantaneously interrupting current. As a consequence the
second line is turned off and therefore all the current passes
through the first line which is in turn overloaded. The
overload of line 1 results (after approximately 10sec) is an
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overcurrent tripping signal given by its relay and a blackout
occurs (Fig. 6).

The diagnoser is a hybrid automaton that generates a signal
whenever a significant change occurs. Its role is to observe
and check the behavior of the system automaton (and to
compare its evolution with the predefined acceptable
behavior). Moreover whenever the system is found in any
state the diagnoser generate an ALARM signal, indicating the
malfunctioning of the power system (Fig. 5).

o —K
{11
PHYSICAL SYSTEM -
I
> «—H
{2
{00
g -
ATHEMATICAL MODEL .
{120
Mo — 0
DIAGHOSIS

Figure 5: Diagnosis Simulink model

11 & 12 (pu)

Time (sec)

Figure 6: System response

TABLE I
LINE DATA
Line | Ampacity (pu) | Resistance (pu) | Reactance (pu)
1 1.5 0.05 0.2
2 1.0 0.0625 0.25

VII. CONCLUSION

The handling of faults for large-scale systems is one of the
major problems faced by control engineers today. The most
significant challenge arises from the complexity of the system,
which forces designers to develop more sophisticated
diagnosis schemes. In this work we concentrated on the design
and reconstruction of a diagnoser using hybrid structure
hypothesis tests, which can be used for fault diagnosis of
hybrid systems. This approach was illustrated via a simple
application to an electric power transmission system.

Our current directions include the study of multiple faults
occurring at different system components as well as the

interaction of different faults.
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